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Abstract— In several scientific studies, it is stated that the
foremost challenge in proliferation of internet-of-things (IoT)
applications is the security. Trust is more notable than the other
security dimensions in the acceptance and spread of IoT. In this
study, with an emphasis on the security problem in IoT
applications, the effective factors on establishing and flourishing
user-trust in IoT applications are reported in a classification and
the measures to consolidate trust and willingness-to-take-risk in
10T users are proposed.

Index Terms— Trust in 10T, user-trust to IoT, factors in trust
establishment, trust enhancement measures

Ozet— Bir ¢ok bilimsel yayinda giivenlik nesnelerin
interneti’nin (IoT) yayginlasmasinin 6niinde en onemli engel
olarak belirtiimektedir. Giiven ise IoT uygulamalarimin
yaygunlagsmasi ve Kkabiillenilmesi konusunda daha 6ne ¢ikan bir
boyuttur. Bu c¢aliymada, IoT uygulamalarindaki giivenlik
problemlerine dikkat cekilerek, IoT kullanicilarinda giiven artici
tedbirlerin neler olabilecegi bir simiflandima ile 6nerilmektedir.

Anahtar Kelimeler— Nesnelerin internetinde giiven, IoT ve
kullanic1 giiveni, giiven olusmasindaki etmenler, giiven artirici
tedbirler

1. INTRODUCTION

The Internet of Things (IoT) is a novel paradigm which
models the functional-autonomous interactions among sensors
and actuators over a communication infrastructure [1-4]. In this
sense of a definition, sensors and actuators attributed as the
“things” and the communication infrastructure is generally
referred as the “Internet”. While the “things” are generally
predicted to be small, standalone, typically mobile, intelligent
and communicating objects, the communication infrastructure
is commonly required to incorporate wireless medium [5-7]. In
the scientific literature there is a great deal of publications

discussing the future of IoT and the advantages which will be
taken by the prospected applications in the field [8-10].

However there are considerable number of studies on the
requirements and foundations that were proposed to accelerate
the transformation from the internet of people/systems to IoT
[8, 11, 12], they fall short to attract adequate scientific attention
on the trust problem. Although few authors mentioned the trust
problem in anticipated pervasion of IoT, they typically
discussed the technical solutions to establish trust between
things. They generally do not focus on the trust between
human-user and systems/things. Nevertheless, user-to-
systems/things-trust constitutes one of the important barriers in
front of IoT dissemination. Certainly user trust is not fully a
technical topic. It has psychological, social, economic and
cultural dimensions as well [13].

By the nature of the IoT, user-to-things/systems trust seems
to be the most important psychological barrier, since the lack
of user control on interactions among systems [14]. Owner of
an loT capable-object would like to have control on the
interactions with his/her object and on the information his/her
device is sharing. People often have doubts about the posterior
usage of the information s/he is sharing with a peer [15, 16].
Because the device that you are running may be serving for
some other people or systems without your knowledge and
control. That is to say, your credit card, financial, health,
location, shopping information details may be intentionally or
unintentionally shared with some third party systems/things by
your interaction peer.

In this study we particularly focused on the challenge of
trust in pervasion of IoT. In the following section we present
the formal definition of trust and the effective factors in
establishing a trust relationship with an exclusive view on user-
to-things/systems trust. In the third section we emphasized the



importance of judicial and supervision dimensions in user-trust
establishment. Finally, we propose some measures in order to
ease and foster user-trust to systems/things that will take part in
materialization of IoT paradigm.

II. DEFINITION AND CLASSIFICATION OF TRUST

Elastic and pervasive usage of information technology has
necessitated the change in security considerations [2, 17]. In
information technology domain, security is generally classified
in two fields, namely computer and network security and its
constructs are determined with the classical security triad
(CIA), confidentiality, integrity and availability [18].
Unfortunately, until recently, trust has been considered as a
complimentary component in IT security. As the cloud
computing and IoT paradigms are maturing and attracting more
interest from the industry, the term trust comes into
prominence and turns into an essential security foundation. At
large, trust is often miss-referred as a term covering the
security and privacy. In the dictionaries the term trust is
defined as “belief that someone or something is reliable, good,
honest, effective, etc.” [19], “believing in another person or
entity” [20]. In reality trust is a multifaceted fact. It has
personal, cultural, economic, social and psychological
constituents. Although it is made for social studies, the
following definition is found to be more descriptive by the
authors for the term trust.

“Trust is a mental state comprising; (1) expectancy, (2)
belief, and (3) willingness to take risk”[21]

In this definition the components can be explained as [21];

(1) expectancy: the trustor expects some actions to be
carried out or viable data/information to be sent/shared from/by
the trustee. In example trustor expects a door control
mechanism to open the door or a heat sensor to read and share
accurate value.

(2) belief: the trustor believes that the trustee is capable to
conduct the action that s/he declares. In other words, the trustee
does not deceive the trustor.

(3) Willingness to take risk: with the insights of the belief
(item 2 above) to trustee, the trustor is keen to take some
amount of risk.

It is important to note, in the given definition of trust,
expected behavior from the trustee is not under the trustors’
control. However, the troustor strongly believe in that the
trustee will perform the expected conduct. Undoubtedly, the
experiences gained in the past interactions with the trustee have
significant impact on the formation of trust in trustor.
Moreover, the effect of range of behaviors that the trustee can
take, measures or systems to control the trustee’s behavior and
compensation mechanisms that will indemnify the trustors’
loss in case of a mishandling should not be underestimated.

By the above definition of trust, it is obvious that there is
not a single factor effective on establishing and supporting the
user-trust. While there are several dynamics that have influence
on a user-trust emotion/relationship, user-trust types can be
categorized under following classifications depending on the
observed primary stimulus [21].

A. Trust by Reputation

Although trust and reputation are strongly related with each
other, they are different concepts. Trust is a perception
typically between to peers, but reputation is a communal
assessment. If an entity has a high reputation rate in the
community then it is anticipated that the majority of the people
trust to it. A person who is to trust or distrust to an entity would
definitely be affected by its reputation rate in the community.

Assessed trust-level has usually an important role in e-
commerce and point-to-point file sharing applications as well.
By all means, it would have impact on user decision on using
an [oT enabled devices or systems.

B. Trust with SLA

Service Level Agreement (SLA) may assist in establishing
a legal contract between user and IoT enabled device or system
managers/producers. However there are several challenging
dimensions in SLA usage. Users do not have the capability to
verify whether the service provider properly fulfils the
responsibilities in the agreement or not and frequently they do
not have the tools and legal rights to test it. There are some
proposals suggesting the employment of independent, objective
third parties to test these aspects in the SLA and disseminate
the results.

The surveys on the current SLA applications in the market
have pointed out that the agreements are fully under the control
of the service provider and do not have any nonrepudiation
mechanisms. Furthermore, when the service provider updates
or changes some topics in the SLA, habitually, users are not
informed, never requested a new acceptance and in most of the
cases they are assumed to have agreed with the new SLA
specifications. With the observed state in the market, it is safe
to say that SLAs are used just for the declaration of the service
specifications by the service managers but falls short to be
accepted as a legal agreement yet.

In any case, there are several studies pointing, the
existence of an SLA and the specifications covered in help to
increase user-preference on the services [22, 23].

C. Trust by Transparency

In this category of the trust, the aim is to inform the user
about the inner structure and the ways that the functions are
conducted. This is different than SLA. Hence, in SLA, service
provider declares the service specifications but in transparency
case the declaration or explanation is on how the system runs.
It is left to users to assess whether the device/system is reliable,
secure, dependable and trustable or not. In the current there is
an alliance that practices this category of a user-trust
establishment on cloud-services, namely Cloud Security
Alliance, Security, Trust and Assurance Registry (CSA-STAR)
[24]. In this registry cloud service providers are called to
register their services by themselves and users are called to
compare the cloud service parameters on this CSA-STAR
service. On the other hand, the company named Computer
Science Corporation (CSC) announced a request-response
protocol called Cloud Trust Protocol (CTP) effective in
querying the cloud-service details [25]. In summary, the
essential weakness in these above mentioned two trust-by-




transparency experiences, CSA-STAR and CSC-CTP, is that
the information is presented by the service provider itself; any
dishonest provider may deceive the user.

Although above explained two trust-by-transparency
examples are in cloud services, they help in discovering the
requirements for a trust-by-transparency application in IoT
applications as well.

D. Trust by Certification

This category of the trust mechanism is similar to having a
third party to verify the specifications of the service and to
announce the compliance with a certificate. But the approach is
different than the previous trust categories in that, the criteria
which the service should conform to is been identified by the
certification authority. This kind of certification mechanisms
are generally criticized for suppressing the innovation, since
the specifications are designated by the certification authority
service providers would not focus on discovering novel ways
to conduct functions. Other challenging aspect in trust by
certification category is cascaded trust problem which can be
explained with the question “does the user trust certification
authority?”. The other problematic area in trust by certification,
may be specific to information technology domain, is that the
time need for testing and certification may, in most of the
cases, be longer than product market life-time.

In the implementation field there are considerable number
of certification examples. The most common certification is in
the compliance to international or national standardization
body specification where ISO, ISO, IEC, EN can be listed as
the prevailing on international arena and TSE is in Turkey.

Trust by certification can assist the user trust building
process in IoT implementations but by itself it would not be
sufficient. Since the trust is a personal state of mind, whereas it
is affected by public opinion. Hence no authority can issue a
certificate for an individual assessment. However, with no
doubt, certification will assist in verifying the device/systems
specifications.

III. THE IMPACT OF ADVERTISEMENT, SANCTION POWER,
SUPERVISION, ASSURANCE AND INSURANCE ON USER-TRUST

In the definition of trust, given in the second section,
expectation, belief and willingness to take risk are defined as
the main components. Expectation is consequence of or
strongly affected by the past experiences in individuals. While
the belief is the state of mind in that the trustor is sure on that
the trustee will fulfil his/her statement. Definitely, belief is the
result of the past experiences as well. It is almost in possible to
manipulate these two user-trust components with some external
factors. Since the two components are strappingly related with
earlier incidents. The measures taken at the present time would
have effect on later decisions. One important point is that the
expectation and belief assessments are made on the majority or
average outcome of the observed influence. Thereby, in order
to manipulate the user assessment novel experiences should
have big enough effect to alter the mental evaluation. If the
number of bad experiences outscores the good ones, it would
not be possible to flip the user assessment with some limited

number or range of good occurrences. In this regard, key point
is that the users are usually not fully aware of the incidents
practiced so far, therefore by restraining the propagation of bad
incidents and exaggerating the good ones will help in having an
impact on user assessment. In other words, it would be possible
to alter the user evaluation by increasing the visibility of good
experiences while obscuring the bad ones. The fact is that the
users make their evaluations with the experiences that they
have practiced or been informed of. In parallel with these,
advertising the good-and-diverse positive incidents in IoT
applications would, certainly, support developing affirmative
trust to [oT devices/systems in users.

The third component in the trust is defined as willingness to
take risk. However this component is closely related with the
belief, it is more susceptible to external factors. Hence, there
are several measures in today’s social and financial life to
enhance user willingness to take risk. Consider practiced
banking systems. Account holders lend their money or
economically valued savings to another company or authority
with a regulated evidence. Bank customers typically do not
hesitate to take the risk or need to evaluate the risk they are
taking with this transaction. Certainly, not only the past
experiences are affective in this example, there are a number of
factors that encourage account holders in taking this economic
risk. It needs to note that there is an authority who has sanction
power in possession and guaranties the legal rights will not be
violated in this economical relation. Commonly, this authority
role is played by the governments in practice. Governments
announce the regulations and guaranties the rights will be
protected in case the other party fails to follow them. By and
large governments authorize themselves to inspect and control
economic performance and records of the banks by the
regulations. Normally, to be on the safe side, governments may
cease economic transactions of a bank or take the management
over, in case she detects enough number of risky evidences.
Because, as being the guarantor, the money in the accounts will
be paid back by the government to the account holders. On the
other hand, the banks should generally transfer some percent of
their current economic wealth under government control as a
hypothec or deposit. This guarantee enhances the risk-and-
sanction-power management. Thereby the relation between the
bank and the government is extended into economic
dimensions, is not limited with the law. In addition there are
some insurance mechanisms used by banks and/or
governments to minimize the economic risks.

The impact of measures, namely advertisements, sanction
power, supervision, assurance and insurance mechanisms, on
trust establishment and enhancement are undeniable. The
question at this point is “is it possible to formulate a trust-
enhancement-measures-set that will support the acceptance of
IoT applications?”

Unfortunately, as the information technology is becoming
popular and gaining wide usage, it is bringing out its own type
of problems as well. Therefore, the measures that are
successful in some other arena may not succeed in information
technology. In the example above; discussed measures,
sanction power, supervision, assurance and insurance are



effective within the geographical boundaries of a government.
But in today’s applications it is not abnormal to use a service
served in another country or sovereignty. That is to say, it is
not that much easy for the trust enhancing measures in other
domains to assist user-trust establishment in IoT applications.
By the characteristics of information technology, users can not
detect or control what is going on in a sensor, an information
device or system. Who will be responsible for a mishandling or
an undeclared harmful process? Moreover, how to compensate
if a damage or loss is observed by means of a malicious
component? How can a device or system depend on the
information or service provided by other ones that are not
under its control or under the control of some other
sovereignty? These questions are specific to information
systems and constitute the backbone of the trust challenges in
upcoming IOT implementations.

IV. IMPLICATIONS AND CONCLUSIONS

Among the challenges in proliferation of IoT, user-security
risks and reservations are deemed as the prominent ones [26].
With the novel applications in the Internet and widespread
usage of information systems it is necessary to extent the
concept of information security to cover and handle the user-
trust establishment as one of the security key components
together with Confidentiality, Integrity and Availability triad. It
is almost essential for an information system to incorporate and
benefit from user-trust establishment and enhancement
measures in order to reach certain amount of popularity. This
user-trust challenge is obvious and the outstanding one in IoT
applications.

User-trust is a complex and multidimensional concept.
Although there is no single measure or mechanism, practiced
so far, to establish user-trust relationship, there are several
measures to stimulate and promote it in users. Observed and
proven user-trust enhancement methods in social-life and
economic domain should better be transferred into IoT
dissemination and acceptance models as well. In that, these
measures will help in developing and reinforcing the user-trust
to IoT applications.

When the advertisement is excluded, since it is completely
a commercial tool, the most essential factor in establishing and
supporting user-trust is clearly the sanction power. Without an
enforcement power it is almost impossible to have service
providers or device producers to take or share some amount of
risk. Consider the SLA implementations in the market today.
Existence, content, how to publish, user acceptance procedures
and evidences are generally not regulated by any power.
Current SLA implementations can be considered no further
than a goodwill declaration of service providers and device
producers. Furthermore the update and renewal procedures for
SLA’s are still contentious. Assurance, insurance and
supervision implementations all depend on an effective
enforcement as well.

With the cross-border characteristics of IoT, it needs an
international sanction power in action in order to enhance and
support user-trust to [oT implementations. Although their focus
and scope is different, there are several international regulatory

bodies in practice. While these organizations typically lack in
possessing complete sanction power, they employ limited
enforcement power such as cancellation of a membership. It is
possible to list significant number of international bodies in
diverse scope and domains, such as political, economic,
defense etc. On the other hand, some of political and economic
organizations have attempted to regulate information
transactions and trade over information systems or networks.
There are published acts by United Nations (UN) [27, 28],
European Union (EU) [29] and The Organization for Economic
Co-operation and Development (OECD) [30, 31] on the
regulations of electronic trade, information security and
privacy. Definitely, international sanction power would assist
user-trust  establishment and enhancement in IoT
implementations.

Driven by an international sanction power and acts,
assurance, insurance and supervision would be more effective
in the field of IoT on user-trust formation. Commonly in the
information technology domain, data damages and losses are
not restorable. But compensation measures may be utilized for
recovery in order to encourage user to trust on IoT
implementations.
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